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ABSTRACT 
The study addresses the impact of information security management standards Represented by the threats and risks, 
policies and control risk to ensure the information security in the income tax department and sales in Jordan. And by 
clarifying the concept of threats and the concept of risk and the difference between them and the nature of 
information security policies and objective control of risk and then display the most important elements that ensure 
the security of the information in this organization and analyze the impact of these standards on the elements of 
ensuring the security of information and study sample consisted of 306 employees, and including directors of 
departments, and six directors of directorates of income tax and sales in various provinces, were distributed the 
questionnaire for the purpose of this study, they were restoring 276 questionnaire subjected them 270 questionnaire 
for statistical analysis, which accounted for 88% of the study population, has conducted a researcher descriptive 
study Analytical to get to the results and the achievement of the objectives of the study. 
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INTRODUCTION 
The recognition of the role presented by information as a resource essential for economic 
development and social, cultural and educational become inevitable, the need fundamental to 
modern information and accurate, and reliable, and which can be used in all areas. 
And technological development that has occurred in most of the institutions in the field of input 
devices and computer systems and communication to its coupled directly or indirectly increase 
the likelihood of the threats and risks that can be exposed to information systems in these 
institutions and then in the security of the information held in inventory by these systems or are 
providing. There are a lot of threats and risks that affects the proper functioning of information 
systems, which result from the rapid technological developments and technical problems, the 
steady increase in operations and rapid communications, events changing environmental, human 
weakness, political and economic problems. So there is increasing of the growing in the subject 
of information security. 
 
LITERATURE REVIEW 
 
THREATS: 
Longer term threat of a class of potential bad things that can happen to one asset (Titi, 2010). He 
knew (Stonebumer, 2002) the threat that the probability of the occurrence of the event which 
may be mistakenly or intent to use the system of the sources of the threat through the weak point 
in it by the sources of threat. Threats are the things that can cause damage and considered 
(Whiteman, Road Map, 2011) the threat of a class of potential bad things that can happen to one 
asset, and confirms (Russel, 2006) that the threat is a possible threat to the system. The risk may 
be someone trying to sabotage or espionage,   problem occurs in the equipment, an event such as 
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a fire or flood, which may exploit the weakness of the system. It can be defined as any 
circumstance or event that is likely to adversely affect the regulatory processes and the 
possibility of a threat by mistake or intent to exploit the system by weakness identified in the 
existing system.  
Classified (Stonebumer, 2002) sources threats into natural threats, human threat, and 
environmental threats. And points (Sarkar, 2010) to map potential internal threats, and contains 
four types of threats, a breakthrough data network , inefficient use of equipment, poor education 
or training, Laptop theft devices, And  determined potential internal threats Map. 
 
RISK: 
There are a range of risks associated with information systems and work environment of their 
own, should the management of the institution identified and assessed and the application of 
appropriate controls to avoid or mitigate their effects by focusing on the areas of highest risk, as 
well as educating staff about them and how to deal with it. 
He knew (Conklin, 2004) the risk that the possibility of damage or loss , and confirms (Straub, 
1998) that the risk is the case of uncertainty inherent in doing business, and technically, the 
probability associated with the loss or failure of the system, explains (Whiteman, Principles of 
information security, 2012) how to determine risk by examining and documenting the security 
situation of information technology in the enterprise and the risks they face. 
It is believed (Mojtahedi, 2010) that the risk assessment is the most important point, because it 
achieves the following objectives:  
1 - gives an overview of the general level and pattern of the risks facing the organization. 
2 - Focus management's attention on high-risk items in the list. 
3 - Helps to identify the workplace immediately and where should develop action plans for 
future activities. 
4 - Facilitates the process and the allocation of resources and information technology facilities 
needed to support and labor management decision. 
 
SECURITY POLICIES: 
Confirms (Knappa, 2009) that the standard of information security policy is undoubtedly an 
undifferentiated most important criteria for information security management, knows (Lfindo, 
2012) that the policy of the security of information systems is a useful mechanism for the 
formation of, or influence the behavior of employees on how to use sources of information 
systems regulatory, and adopted a policy of information security needs of the business or 
organization and the associated risks encountered by or exposed to the organization concerned 
and it is imperative to understand the need for and commitment to the importance of its 
application. 
Shows (Whitman, Management of Information Security, 2010) that the security policy is a policy 
or plan a course of action which may be government policy or business, intended to influence 
and determine decisions and actions. 
There are many types of information security policies in use daily in the private sector and the 
government sector, but the technology still needs to be adequate support and efficiently for most 
of these policies, and points (Peltier, 2004) to three types of public policies for information 
security, where the use of each type of these policies at different times in the information 
security programs to support the management of organizations in the application of information 
security program and these policies are: 
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1 - Global policies: These are used to create and direct a comprehensive vision for the 
organization. 
2 - Policies specific topics: use these policies to specific topics of concern in the organization. 
3 - Specific policies (private) Applications: focus on decision-making by management to control 
certain applications, such as financial reports, and budget system. 
While dependent (SANS Institute, 2007) mainly in the last classification of these policies to the 
three types of policies, namely: 
1 - Government policies: These policies to determine the outline of the institution or organization 
and how they work. 
2 - Technology Policy (technical): identifies policies across all systems in the organization and 
how to deal with it. 
3 - Functional policies (guidelines): Specifies the directives and how to work and decision-
making of the organization. 
 
CONTROL RISK: 
Indicates (Lfindo, 2011) and (Richardson, 2011) to modern organizations that rely on the 
existing information system has to ensure its survival, because such systems often have value 
because they are a resource for data organization. Knew (Lehtinen & Russell, 2006) to control 
risk as the planning and management systems will be safe for the human side of a big role for the 
security of the computer, and even in the systems are very reliable, security does not work 
automatically. 
Confirms (Northcut, 2009) that the security controls are technical or administrative safeguards or 
countermeasures to avoid confrontation or threats of reducing losses during the conflict with 
weaknesses, any security risk. A control are referenced in all the time for security, but is rarely 
defined. 
There are many control objectives on information security, and points (Stonebumer & Goguen, 
2002) that the objective of the control is to analyze the controls that have been applied, by the 
organization to reduce or eliminate potential threats and vulnerabilities that affect the system, 
and points (Gregg & Kim, 2006) to several targets for the control of information security risks, 
including: 
- Accurate inventory of IT assets and information resources. 
- Reflect the importance of the organization's assets and assets. 
- Prioritize risks and threats, and vulnerabilities known and documented for the assets of the 
organization, and the existing infrastructure, and on the basis of the impact or the critical 
importance of the origin of the data or information technology. 
- To achieve compatibility with information security laws, and regulations by doing an 
assessment of the risks and vulnerabilities. 
- Identify gaps or gaps in the field of security in the organization and information technology 
with the development of specific recommendations to fill these gaps and vulnerabilities. 
- To provide an objective assessment and recommendations of the information technology in the 
organization, an assessment of risks and vulnerabilities. 
- Help IT organizations to understand the return on investment. 
 
ELEMENTS TO ENSURE THE SECURITY OF INFORMATION: 
Indicates (CIMPA & REVELS, 2013) that the elements of information security includes all the 
physical components of the equipment and printers for computers and includes all the programs 

Kulthoom Mansour Al-ghananeeml., Int.J.Eco. Res., 2014, v5i1, 46-66 ISSN: 2229-6158

IJER | JAN - FEB 2014 
Available online@www.ijeronline.com

48



that are running these computers and all the software applications used in the various activities , 
and mentions (Titi , 2011) are some examples of the use of Information Systems including 
applications of accounting processes and calculate salaries, or applications, recording and 
monitoring of students' grades, and includes all the data that is entered directly across different 
applications and stored in the computer system, including the computer system is also computer 
networks and all the content of the servers and special equipment for the networks, and includes 
the computer system of individuals, whether they are users of the system or specialists in the 
development of programs and the system works . 
We will review several elements contribute to ensuring the securities of information in the 
environment of the computer system are as follows: 
1 - People security: 
See (Daod et al,  2001) that are intended to individuals who represent employees, consultants, 
contractors, technicians and perform all operations and services, and the needs of their presence 
in numbers and specialties and appropriate skills, experience and motivation occasion. And 
checks the security of individuals through the use of private stations system computer, there are a 
large number of people who benefit from the computer and dealing with him, some of them is a 
measure of experience and competence, and some of them is from the amateur and has a 
curiosity to know, and some of them is inside work, and some of them is outside, and some of 
them is with empowered and authorized, and some of them is an intruder, including technical, 
and maintenance worker, employee and operating systems, and others. From the above it during 
the parade portion of the segment dealing with the computer, we note that some of them is a first 
line of defense information systems, and others may represent a major threat to information 
systems, and sometimes may be the same person authorized to protect the security of information 
- if abused his powers he did not follow procedures - a danger and a threat to the information. 
Accordingly, and in view of the role of the important and influential role of individuals in the 
provision of security and protection of information it has to be the development of a set of 
instructions and procedures regarding personnel and who will attract the work, and dealers with 
the computer, but must also be broadcast awareness among employees and customers about the 
value and impact of the seriousness of the threats and breakthroughs that they do, or that you 
may think of them in taking them. 
2 - Security Administration:  
See (Hadi, 2006) that the administration represents the process of keeping the attributes of users, 
in addition to the definition of the security of a particular resource. This includes activities such 
as the disposal of the advantages of the arrival of a user or employees leaving the service, change 
attributes, define a list of what the system allowed for a particular user after the upgrade or 
transfer. On the other hand confirms ( Daod et al, 2001) that we have to be there management is 
responsible for this issue is concerned, and organized and planned, and coordinated, and directed 
in the right direction and define the powers and scope of responsibility, accountability and 
monitored, and facing the wrong before it happens, if possible, or mitigate its severity, or stops , 
and facing threats to this system. Thus, it can not deny the role of information security 
management in warding off danger and threats for information. 
3 - The security of computers and systems attached to it:  
The source and a means of access to information is a computer, machine, and equipment that 
works each individually, and others working in the network. Because the elements of computer 
security are the elements of a coherent, integrated complement each other as parts of the system 
one, and in order to achieve the security of information, it has to be the care of these devices, and 
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maintained regularly and continuously in an emergency, and to ensure the provision of climate 
and environment suitable ventilation and heat and moisture, which ensures safety and protection 
of computers, as well as to be ready to face natural disasters from earthquakes, volcanoes, floods, 
wars and preparing emergency plan. 
4 - The security of communication systems: 
Leads all the progress and development of systems and means of communication to the evolution 
of computers, have led ease current connections to facilitate the potential for predators and 
thieves of the data, as it was possible to transfer data and files through the phone lines, or by 
wireless communications, and currently through the World Wide Web (Internet). Thus emerged 
the need to encrypt data sent from one place to another, and the need to develop special 
procedures for the organization, and to identify ways of communication devices, and data 
transfer, with the necessity of taking into account the careful and cautious about the means of 
internal communications for an organization like the wires connecting private networks, devices 
and accessories. 
5 - The security of operating systems and software: 
After achieving security devices and is the first part of computer components, has to be the 
achieve of security for the other half of the components of a software and operating systems, it 
has become impossible to choose computers with systems and its security features can achieve 
full protection of programs and ways to save passwords, how to manage system operating, and 
communications systems and utility programs, in addition to the importance of providing 
security for systems operating on these devices and their data, and through the containment 
software means to determine the number of users of a particular system, or ways to see the data, 
or modify data , and it also has to be of interest in the development of appropriate procedures 
while writing systems within the organization to ensure not to leave the door open for the 
programmer to view some of the data of the organization, with the need for caution and the 
provision of a leak, or the entry of malicious programs (viruses) into the devices, and by ensuring 
that the source of the software and tested periodically. 
 
PREVIOUS STUDIES: 
For Arabic Studies did not cover the topic of information security dramatically, so has been the 
adoption of this subject for study at one of the sectors in Jordan and the access to the security 
situation found to have and what are the policies adopted have to maintain information systems, 
and we'll talk about some of the studies that I spoke on the subject of security systems or the 
other mean control over existing systems. 
The study offered (Lfinedo, 2012) standard security policy for systems based on two theories 
relevant any theory of planned behavior (Terrorism Prevention Branch) and the theory of 
motivation to protect the PMT. This study showed that factors such as self-efficacy, and attitude 
toward compliance, subjective criteria and the effectiveness of the response and the perceived 
weaknesses of a positive influence. 
The study dealt with (Mojtahedi, 2010) to identify and assess the risks of the project between the 
potential risks multi- attribute group decision-making, and the expansion of the concept of safety 
to identify and evaluate risks. And that traditional methods of risk carried out through the 
definition and risk assessment tend to be less effective in dealing with it is inaccurate. The goal 
of this research is to provide a new methodology for identifying and assessing the risks at one 
time by applying the technique MAGDM these includes the study of a new procedure for the 
classification of the potential risks. 
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A study (Roy Sarkar, 2010) internal threats through the lookout for reality to imagine that any 
organization can fall victim to the events of damage from the inside can be done. For example, 
an investment firm lost a contract worth $ 1500000 because of a small mistake by an employee. 
Threat from the inside is a reality. Insiders commit fraud or theft of sensitive information out of 
money or revenge. Where is the threat assessment from the inside first step is to determine the 
likelihood of any attack from the inside, the technical solutions are not enough, because of 
threats from the inside is basically the cause of the people. So a three-pronged approach - 
assessment of the technological and organizational behavioral and to facilitate the prediction of 
threats from the inside. 
The study dealt with (Knappa, 2009) issue of the protection of information systems of increasing 
levels of threats and forced organizations to develop security programs. He focused on the 
standard of information security policies in the study and has done a model for the process of 
security policy through the perception of the organizational context of internal and external. This 
provides a practical representation of the process of information security policy for modern 
organizations and to achieve further developments in the organization. 
And showed the paper submitted by (Williams, 2008) that the organizational culture revolves 
around trust, as is the case in the medical environment, and threats from the inside of malignant 
and non- malignant alike and difficult to control. Research has shown the international security 
culture and to increase awareness and necessary technical decisions are not enough to control the 
threats from the inside. And ensure that all staff bears responsibility for the security of 
information, particularly in the context of information security governance, a practical solution to 
the problem of one of the threats from the inside. 
While the expanded study (NourAldden, 2007) to recognize the reality of the banking sector in 
Sudan through the presentation of the evolution of the banking business in Sudan and stages of 
computer use in the performance of banking services offered by banks to their customers, also 
view the risks and threats facing the uses of technology in general and banks in particular. 
Focused study (Enes Abuekr, 2005) to evaluate the online banking services to the banking 
business, and evaluate the security controls on systems of accounting information (the banking 
sector), This study aimed mainly to solicit the views of managers of Jordanian banks to see how 
keeping up with these banks for technological progress in the provision of Banking and know the 
quality of banking services offered via the Internet as The aim of this study is to see whether the 
Jordanian banks use technological measures to protect and control their banking services 
provided via the Internet . 
The aim of the study (Khaled Alqtnane, 2005) to explore the current status of the internal control 
systems in commercial banks in Jordan, and assess the degree of robustness of the procedures 
and controls designed in information systems, computerized accounting and effectiveness, and 
the compatibility of the characteristics of the regulatory regime for these systems with 
specifications and regulatory standards generally accepted, so the study aimed to examine and 
follow procedures and controls general and application in computerized accounting system 
implemented in commercial banks in Jordan, as well as a case study of the Housing Bank for 
Trade and Finance in Amman in terms of screening procedures and controls general and 
application in computerized accounting system applied in this bank, tracking and indicate the 
extent consistency and adequacy standards, and controls accepted. 
The study concluded that there are no incompatibility characteristics of the regulatory system for 
computerized accounting information systems and the presence of significant weakness in 
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controls and regulatory tools in place, the weakness also controls the security and protection of 
files. 
Study (Amnah Rbehat, 2004) reached studied a set of results:  
- The stability of the validity of the variables used in measuring the impact of security threats to 
the security of the information in light of the application of e-government. 
- The presence of a statistically significant effect of the internal threats (technical) and external 
threats (natural disasters, and other malicious software) results in direct and indirect threats. 
- The presence of statistically significant differences in the trends of the respondents about the 
impact of security threats to the security of the information back to the variables (such as age, 
educational qualification, Job Title). 
 
OBJECTIVES OF THE STUDY: 
This study seeks to achieve the following objectives: 
- Provide a conceptual framework that includes threats and risks faced by computer-based 
information systems and this is the field for the adoption of standards to ensure information 
security. 
- Provide a conceptual framework for the relationship with the most important criteria to ensure 
information security in organizations in general. 
- The nature of computer information system adopted in the Income Tax Department and sales. 
- Diagnosis of information security management standards adopted in the income tax department 
and sales. 
- To reach results that facilitates the task of managers in the Income Tax Department in the 
promotion and sales computer information systems management standards for the security and 
confidentiality of the information. 
 
PROBLEM OF THE STUDY: 
With the increasing growth of the IT industry is under a lot of information systems and networks 
to the risk of breaches of Foreign Affairs and also enabled Internet users to identify programs 
that help to penetrate the computer systems and easily obtained thus can any user who has little 
knowledge of the techniques of computer penetration of most computer systems vulnerable. 
Accordingly, the researcher belives that the efforts made by the department in the design, 
construction and application of computer information systems are not accompanied by parallel 
level of the efforts made to achieve the standards of security and confidentiality of information. 
From here, the problem can be highlighted through the study of exciting research questions the 
following: 
- Does the income tax department and sales standards to ensure the security of information? 
- What is the nature of the standards adopted by the income tax department and sales to ensure 
the security of information? 
- What is the impact of information security management in the income tax department and sales 
to ensure the security of information? 
 
In order to solve the problem of the study and seeks to achieve its objectives of this study to 
test the following hypotheses: 
The first hypothesis: no statistically significant effect at the level of significance (α ≤ 0.05) for 
the management of information security standards to ensure information security. 
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The second hypothesis: no statistically significant effect at the level of significance (α ≤ 0.05) 
standard for identifying threats to the security of the information to ensure information security. 
The third hypothesis: no statistically significant effect at the level of significance (α ≤ 0.05) 
standard for determining the risk of information security to ensure information security. 
Fourth hypothesis: no statistically significant effect at the level of significance (α ≤ 0.05) to the 
standard for determining the policies to ensure information security. 
Fifth hypothesis: no statistically significant effect at the level of significance (α ≤ 0.05) to the 
standard controls on information security risks to ensure information security. 
 
METHODOLOGY: 
The study aimed to examine the impact of information security management standards in 
ensuring the security of the information in the income tax department and sales, the study 
adopted a descriptive analytical method to measure and analyze this effect, in order to draw 
conclusions and evaluate and test hypotheses and to reach a suitable and practical 
recommendations. The study comes to complement the efforts of many studies with regard to the 
approach used and the variables they differentiated from other studies in the environment field 
application. 
To achieve this will be dealt with the way the study and procedures in this section in detail in 
terms of the method and procedures of the study process, the characteristics of the study sample 
and the types and sources of data and study tool as well as the procedures for the application of 
the study. 
Study population: 
Based on the problem of the study and its objectives, the targeted community is made up of 
officers and directors of departments and directors of directorate’s income and sales tax in 
Jordan's population of about 1477 employees in 20 directorates in the year 2013. 
 
THE STUDY SAMPLE: 
The researcher required sample size depending on the size of the total community, according to a 
study (Sekaran, 2010), which he designed table facilitates decision-making process to determine 
the sample size required, so it was distributed study tool (questionnaire) at (306) employees, 
including directors of departments, and six directors of the managers of the income tax and sales 
in the various governorates of Jordan and recovery (276) questionnaire, was relying on the 270, 
and it has formed 88% of the total personnel involved in the study.  
 
DATA SOURCES: 
The researcher used the main sources of information: 
1. Secondary sources: The trend in the treatment of the theoretical framework for the search to a 
secondary data sources, which is in the books and references Arab and foreign-related, and 
periodicals, articles, reports, research and studies that have addressed the issue of information 
security, and research and reading on various internet sites. 
2. Primary sources: The data was obtained through: 
- Survey office. Coverage survey was conducted for the information system the Income Tax 
Department to indicate the nature of the system and its components and related items. 
- The interview was conducted personal interviews with managers and heads of departments 
sections on the subject of study and personal interviews aimed to answer questions and inquiries 
researcher on the subject of the study. 

Kulthoom Mansour Al-ghananeeml., Int.J.Eco. Res., 2014, v5i1, 46-66 ISSN: 2229-6158

IJER | JAN - FEB 2014 
Available online@www.ijeronline.com

53



- Note: through automatic observation in the workplace (Department of income and sales tax). 
-Questionnaire: the researcher to design in a questionnaire and judged by a group of experts, 
professionals and academics distributed to the study sample, in order to address the analytical 
aspects of the research topic.  
 
STUDY TOOLS (QUESTIONNAIRE): 
1. See literature administrative and previous studies relevant to the subject of the study, and take 
advantage of them in the construction of the questionnaire and the formulation of its clauses. 
2. Showing the questionnaire on a group of experienced arbitrators, and who have, in turn, give 
some advice and amendments to the questionnaire. 
3. In light of the views of the arbitrators was amended some clauses of the questionnaire where 
the deletion or addition and modification. 
4. Were distributed (306) questionnaire and recovery (276) questionnaire, which represents a 
good percentage of the target sample. 
The questionnaire included three main sections: 
Section 1: It is a personality trait for respondent (sex, age, educational qualification, 
specialization, experience, career level, Job Title, number of hours of daily use for computer). 
Section 2; which is a measure paragraph of information security management standards, and 
consists of 20 items distributed on four key criteria: 
The first criterion: identifying threats to the security of the information, and consists of (5) 
variables. 
The second criterion: identifying information security risks, and consists of (5) variables. 
The third criterion: the development of information security policies, and consists of (5) 
variables. 
The fourth criterion: the control of information security risks, and consists of (5) variables. 
Section 3: a measure to ensure the security of the paragraphs of information, and consists of 16 
items distributed on the five key elements to ensure information security. 
 
STATISTICAL METHODS USED IN THE STUDY: 
The researcher unloaded the questionnaire and analysis through statistical analysis program 
Statistical Package for the Social Sciences (SPSS 18), were used nonparametric statistical tests, 
and this is due to the Likert scale is ordinal scale, has been the use of statistical tools the 
following: 
1. Standards Descriptive Statistic Measures in order to describe the characteristics of the study 
sample, depending on the percentages and frequencies, the arithmetic mean and standard 
deviations, This command is used mainly for the purpose of knowing what variable repeat 
classes. 
2. Test Cranach’s Alpha to determine the stability of the paragraphs of the questionnaire. 
3. Test Principle Factor Analysis is used to calculate the internal consistency of the questionnaire, 
and through it is determined by the number of variables involved through the analysis of the data 
in this way. 
4. Pearson correlation coefficient matrix to measure the degree of correlation. This test is used to 
examine the relationship between the variables in the case of nonparametric data. 
5. Sign Test to determine whether the average degree of response had reached a degree of 
neutrality which is 3 or not. 
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6.  Normal Distribution test, test was used (Smirnov-kolmogorov) to indicate the extent of the 
data follow the normal distribution. 
7. Strength test model, the test was used (Multicolleniarity) to indicate the strength of the 
association between variables without the presence of overlap between them. 
8. Simple Regression analysis to test the hypothesis of the first hypothesis. 
9. Multiple Regression analysis to test the hypotheses of the study the second, third, fourth and 
fifth. 
 
THE MODEL VARIABLES: 
 
 
 

 
Figure (1) represents a model study, prepared by the researcher. 
 
Through a model study shows that there are four criteria for information security management as 
it represents the independent variables and the five elements to ensure the security of information 
representing the dependent variable. 
 
EXPERIMENTAL RESULTS AND DISCUSSION: 
This section includes a detailed analysis of the data and a presentation of the results through 
processors Statistics conducted on the sample of the study, and then analyze and discuss the 
results and determine the extent of statistical significance. 
Description statistical sample of the study according to the characteristics and personal 
characteristics: 
This section describes the demographic characteristics and functional for the study sample 
represented by sex, age, educational qualification, specialization, and practical experience and 
functional level, and job title. To illustrate the characteristics of the study sample description, has 
been found frequencies and percentages for demographic variables and functional for the study 
sample as follows: 

Information Security 
Management Standards 

Threats 

Security 
Policies 

Risk 

Control Risk 

Ensure Information 
Security 

 
- People Security 
- Administration Security 
- Security of Computers 
and Systems 
- Communication System  
Security 
- Operating System 
Security 
 

Independent Variable Dependent Variable 
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1 - Description of demographic characteristics. The table (1) shows frequencies and percentages 
for demographic variables of the study sample and of sex, age, qualification, and specialization. 
 

Percentage Redundancy Category Variable 
75.9 205 Male  

Gender 24.1 65 Female 
100 270 Total 
11.1 30 Less than 30  

 
 
Age 
 

 

55.2 149 30- less than 40 
25.6 69 40-less than 50 
8.1 22 Greater than or 

Equal 50 
100 270 Total 
14.4 39 Diploma  

 
 

Academic 
Qualification 

70.7 191 Bachelor 
14.1 38 Master 
0.70 2 Doctorate 
100 270 Total 
14.1 38 Computer  

 
 

Major 
 

 

7.0 19 Business 
Administration 

63.0 170 Accounting 
15.9 43 Otherwise 
100 270 Total 

Table (1) frequencies and percentages for demographic variables of the study sample 
 
Shown in Table (1) that males make up (75.9%) of the study sample, while the form females 
accounted for 24.1% of the sample, and this may be due to the above men for women to the labor 
market may be due also to the reluctance of women to work in Income tax for the difficulty of 
the work and the length of periods of daily attendance, and the need for field work. With respect 
to the age of the sample, we find that age group (30 - less than 40 years old) are the largest 
category, which accounted for 55.2%, while the age group (50 years and older) are the least and 
by (8.1%), and this is consistent with the idea of attracting young people to carry out the duties 
and functions in the Income Tax Department, and the age groups are usually large handles 
administrative work the upper and middle and thus characterized by a lack of issue in accordance 
with the administrative hierarchy in any organization. On the other hand data show (Table 1) that 
the percentage of holders of BA degree is (70.7%) so they make up the majority of the sample, 
this corresponds to the general trend in both the public and private sectors, which are required in 
the process of appointment and the employee, get a bachelor’s degree as a minimum.  
When searching in the subspecialties of the study sample, we find that the ratio of specialists 
accounting constitute the majority of the sample at a rate (63.0%), and this is consistent with the 
need for income tax specialists accounting because they are the most knowledgeable about the 
law of the tax and how to measure and assess the tax, and determine the size of the tax base and 
the discovery of fraud and tax evasion. 
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2 - Description of functional characteristics.  
The table (2) shows frequencies and percentages for functional variables of the study sample and 
of practical experience, and functional level, and job title, and the number of hours of daily use 
of the computer. 

Percentage Redundancy Category Variable 
0.7 2 3 Months – less 

than 1 Year 
 
 
 
 

Experience 
 

 

1.1 3 1year- less than 2 
year 

7.4 20 2year- less than 5 
years 

27.4 74 5year- less than 10 
years 

30.0 81 10 year- less than 
15 years 

33.3 90 greater than or 
equal 15 year 

100 270 Total 
4.1 11 Manager Career Level 
2.2 6 Assistant Manager 
9.6 26 Head of 

Department 
9.6 26 Head of Division 
13.7 37 Supervisor 
50.0 135 Auditor 
10.7 29 Writer 
100 270 Total 
49.3 133 Administrative  

 
 

Title Job 

35.2 95 Technician 
10.0 27 Programmer 
5.6 15 Data entry 
100 270 Total 
0.4 2 Less than hours  

 
Number of hours 

used computer 
daily 

12.6 34 Hour - less than 3 
hours 

26.3 71 3 hours - less than 
5 hours 

60.7 164 5 hours - less than 
8 hours 

100 270 Total 
Table (2) frequencies and percentages for functional variables of the study sample. 
 
Notes from the table (2) that the respondents have practical experience relatively high, where she 
was a class experience (15 years) is the largest category compared with other groups and by as 
much (33.3%), followed by the categories of expertise relatively high, which is compatible with 
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the idea that the work in Income Tax Department requires high expertise and skills among 
workers. In the same way, we find that the sample of auditors form the highest percentage, with a 
percentage (50.0%) of the sample size, and this reflects the nature of the work in the Income Tax 
Department that are consistent with the work of the auditor, as can be confirmed by the auditors 
in assessing the merits of the tax. When search Job Titles prevailing in this Directorate notes that 
respondents may be divided between the administrators and technicians, to reflect the need for 
the two designated functional to do daily chores emerging more than others.  
Finally, with regard to the computerization of the work in this Directorate, table (2) shows that 
the largest category of the number of hours the use of Computer is (5 hours - less than 8 hours), 
where the percentage (60.7%), and this period is approximately the majority of working hours 
daily in Income Tax Department, may be due to the fact that all the information in the 
organization have been made to the computers and therefore do any work involving the use of 
Computer. 
 
ANALYSIS OF THE PARAGRAPHS OF THE STUDY: 
The researcher tested the paragraphs of the study using a test signal to see if the average response 
had reached a degree of neutrality or not a 3, which corresponds to a moderately (neutral) as a 
measure of the Likert. Depending on the value of Sig. (P-Value) for each paragraph of the 
questionnaire, if Sig> 0.05 (Sig greater than 0.05), according to the results of the SPSS program, 
it would be in this case the average views of respondents about the phenomenon under study 
does not differ materially from OK degree. 
It is a medium 3 (neutral), but if Sig<0.05 (Sig less than 0.05), the average views of the sample 
differs substantially from the approved medium degree (neutral), and in this case could 
determine whether the average answer is increased  of decreased significantly from approval 
medium (neutral).  
Through the value of the test, if the signal is positive what this means is that the arithmetic mean 
of the answer over medium degree of approval (neutral), and vice versa. 
 
DESCRIPTION VARIABLES OF THE STUDY: 
This section of the study and a description of the variables of the study, which was calculated 
averages and standard deviations of the responses in order to judge the degree of approval, and 
when determining the relative importance of each paragraph, and the results were as follows: 
First: Information Security Management Standards (independent variables) 
 

No. Dimension 
 Mean 

 
Standard 
deviation 

 

Rank Relative 
Importance 

1. Identify threats to information 
security 3.69 0.49 1 High 

2. Identify information security risks 3.69 0.58 2 High 
3. Put information security policies 3.52 0.55 3 High 
4. Controls on information security risk 3.46 0.68 4 Medium 

Information Security Management Criteria 3.57 0.07688  High 
Table (3) shows the averages and standard deviations, grade and importance of each criterion 
information security management. 
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The results of the Table (3) that the level of scale management standards of information security 
in terms of the relative importance of a high, reaching the arithmetic mean (3.57) with a standard 
deviation (0.077), and also showed a table that standard ( identify threats to information 
security ) came in first place with an average (3.69) and standard deviation (0.49) and high 
relative importance, while the standard (control of information security risks) ranked the recent 
average (3.46) and standard deviation (0.68) and the relative importance of medium. 
 
Second, ensure the security of information 
The variable of the study, which was calculated averages and standard deviations of the 
responses in order to judge the degree of approval, and determine the relative importance of each 
element of ensuring the security of information, and the results were as in the following table: 
 

No. Dimension 
 Mean 

 
Standard 
deviation 

 

Rank Relative 
Importance 

1. People Security 3.65 0.823 3 High 
2. Administration Security 3.25 0.68 5 Medium 

3. Security of Computers and 
Systems 3.62 0.755 4 High 

4. Communication System 
Security 3.98 0.70 2 High 

5. Operating System Security 4.16 0.71 1 High 
Ensure Information Security  3.73 0.056  High 

Table (4) shows the averages and standard deviations, grade and each relative importance 
element to ensure information security. 
 
The results of Table (4) that the level of scale ensure the security of information in terms of the 
relative importance of a high, reaching the arithmetic mean (3.73) with a standard deviation 
(0.056), and also showed a table that axis (the security of operating systems and software) came 
in first place with an average (4.16) and a standard deviation (0.71) and high relative importance, 
while the axis (Security management) ranked the recent average (3.25) and standard deviation 
(0.68) and the relative importance of medium. 
 
BELIEVE QUESTIONNAIRE: 
Honestly questionnaire intended to measure what questions questionnaire developed to measure 
in order to achieve the objectives of the study and answer the questions and hypotheses, the 
researcher has verified the validity questionnaire in two ways: 
1. Virtual tool (opinion of arbitrators) 
Has been questionnaire in primary form a group of arbitrators composed of 14 faculty members 
at various universities specializing in the field of scientific research and management information 
systems and applied statistics, has responded by seeking the views of the gentlemen of the 
arbitrators, and in the light of those views have been disposed of some paragraphs and add some 
and modify others, and thus came out the questionnaire in its final form. 
2. Internal consistency of the questionnaire 
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meant the internal consistency of the consistency of each paragraph of the questionnaire with the 
standard to which it belongs this paragraph, have been calculated internal consistency of the 
questionnaire by calculating the correlation coefficients between each paragraph of the areas of 
the questionnaire and the total score of the standard to which it belongs this paragraph. 
And is determined by the number of variables involved by analyzing the data in a way the main 
factors Principle Factor Analysis, to extract the results of factor analysis were as follows: 
 

Extraction Factor Variable 

0.720 0.776 Identify threats to 
information security 

0.811 0.516 Identify information 
security risks 

0.559 0.670 Put information security 
policies 

0.784 0.843 Controls on information 
security risk 

0.855 0.923 Information Security 
Management Criteria 

0.739 0.668 Ensure Information Security 
Table (5) the results of factor analysis. 
 
Depending on the factor analysis shows the value of any variable less than (0.40) is deleted from 
the study. The above table indicates that all values were greater than (0.40) and therefore all the 
variables are considered highly credible in the process of analysis and get results. 
 
THE STABILITY OF THE QUESTIONNAIRE: 
Intended steadfastly questionnaire to give the same result if the re- distribution of the 
questionnaire more than once under the same circumstances and conditions, or in other words, 
means that the stability of the questionnaire to give readings converged when every time you use 
and do not change dramatically as if it were re- distributed to the members of the sample several 
times during the certain periods of time, because the tool fluctuating unreliable and do not take 
their results, and therefore will be the results of the study are not comforting and misleading. 
There have been a researcher from the stability of a questionnaire study using the Cranach’s 
Alpha to calculate the coefficient of internal consistency for measuring the stability of the 
questionnaire, and the results were as shown in the following table: 
 

Alpha value Dimension No. 

0.602 Identify threats to information 
security 1. 

0.656 Identify information security risks 2. 
0.635 Put information security policies 3. 
0.692 Controls on information security risk 4. 

0.782 Information Security Management 
Criteria 5. 

Table (6) the values of coefficient of internal consistency of the paragraphs of information 
security management standards. 
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Note that the values of coefficient of internal consistency, Cronbach's alpha for paragraphs 
standards of information security management ranged (0.602-0.692), in addition to the alpha 
value of all the paragraphs were (0.782), and thus all values greater than (0.60) is an indication of 
consistency between the paragraph study tool, and reliability study tool and the possibility for a 
reliable statistical analysis. 
 

Alpha value Dimension No. 
0.614 People Security 1. 
0.701 Administration Security 2. 
0.609 Security of Computers and Systems 3. 
0.641 Communication System Security 4. 
0.620 Operating System Security 5. 
0.609 Ensure Information Security 6. 

Table (7) the values of coefficient of internal consistency of the paragraph to ensure information 
security. 
 
Note that the values of coefficient of internal consistency, Cronbach's alpha for the paragraph to 
ensure the security of information ranged (0.609-0.701), in addition to the alpha value of all the 
paragraphs were (0.609), and thus all values greater than (0.60) is an indication of consistency 
between the paragraph study tool, and reliability study tool and the possibility for a reliable 
statistical analysis. 
 
TEST APPROPRIATE FORM: 
To test the suitability of the study data for the analysis of linear regression and parametric tests, it 
has been tested normal distribution, and linear and multiple linear correlation, and 
autocorrelation. 
1 - Test Normal Distribution (Normality) 
Used in this regard, two types of tests to make sure free sample of extreme values, and they are 
distributed naturally, and these two tests are the Kolmogorov-Smirnov & Shapiro-Wilk, where 
the base states that the variable follows a normal distribution if the Sig is greater than 5%, 
(Gujarati , 2003) and the results were as shown in the following table: 

Variable 
Kolmogorov-Smirnov(a) Shapiro-Wilk 

Statistics df Sig. statistics df Sig. 
Identify threats to 
information security 

0.134 270 0.196 0.958 270 0.288 

Identify information 
security risks 

0.122 270 0.200 0.952 270 0.204 

Put information security 
policies 

0.154 270 0.075 0.961 270 0.349 

Controls on information 
security risk 

0.140 270 0.151 0.953 270 0.215 

Information Security 
Management Criteria 

0.153 270 0.079 0.975 270 0.712 

Ensure Information 
Security 

0.117 270 0.200 0.964 270 0.419 
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Table (8)  Test normal distribution. 
 
We note from the above table that all the values for the test revealed a level of significance 
greater than 0.05 and this is proof that all values are distributed in a normal and there are no 
outliers could affect the model within the sample. 
2 - Testing of multi-linear correlation (Multicollinearity Tests): 
I have been using correlation coefficients Pearson to detect a problem link multiple linear 
between the variables of the study, which showed the values of the correlation coefficient 
between the dependent variable (information security) and the independent variables were all 
values are statistically significant and at a level of significance 0.01 (**), and is an indication of 
the presence of linear relationship between the variables of the study sample. 
The highest correlation between independent variables is (0.648) between the two variables (risk 
control) and (security policies) while the values of correlation coefficient between the other 
independent variables was less than that, and this indicates that there is no visible link multiple 
linear between independent variables, where is the link you up to the top of (0.80) an indication 
of the existence of this problem, so we say that the sample is free from the problem of multi-
linear correlation higher. 
 

Controls on 
information 
security risk 

Security 
policies 

Identify 
risks 

Identify 
threats 

Ensure 
Information 
Security 

 

    1 Ensure 
Information 
Security 

   1 0.290 Identify 
threats  

  1 0.430 0.301 Identify 
risks 

 1 0.121 0.332 0.456 security 
policies 

1 0.648 0.086 0.333 0.469 Controls on 
information 
security risk 

Table (9) correlations between variables 
 
TEST HYPOTHESIS OF THE STUDY 
the first hypothesis was subjected to simple linear regression and the results were as follows: 
 

Dependent 
Variable 

R R2 
 

F Prob (F-
statistics

) 

Regression coefficient 

State- 
ment 

β 
 

 

The 
standard 
error 

t Sig F* 
 

Ensure 
information 
security 

0.421 0.177 57.67 0.000 Information 
Security 
Management 
Criteria 

 
0.501 

 
0.066 

 
7.59 

 
0.000 
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Table (10) as a result of simple linear regression analysis of information security management 
while ensuring information security 
 
The results of the above table that the effect of the independent variable (information security 
management) on the dependent variable (information security) is a statistically significant effect, 
where the F value calculated is (57.67), and the level of significance (Sig F = 0.000), which is 
less than (0.05 ), while the correlation coefficient (R = 0.421) refers to the positive relationship 
between the two variables, in addition to the value of the coefficient of determination was (R2 = 
0.177) which indicates that 17.7% of the variance in (information security) can be explained 
During the variation in the (information security management), with all other variables constant. 
The regression coefficient (β=0.501) refers to the direct impact of information security 
management to ensure the security of information is a significant effect, where the value of t 
when this criterion (7.59) and the level of significance (Sig=0.000), and therefore reject the 
hypothesis, which provides that: 
There are statistically significant effects at the level of significance (α ≤ 0.05) for information 
security management to ensure the security and confidentiality of the information. 
The rest of the hypotheses have been subjected to multiple linear regression analysis, and 
the results were as follows: 
 
 
 
 

Depen-
dent 
Variable 

R 
 
R2 
 

F 

 
 

Prob 
(F-

statis
tics) 

Regression coefficient 

Stateme
nt 

 
β 

 
 

The 
stan-
dard 
error 

 
t 

 
Sig 
F* 
 

Ensure 
informa-
tion 
security 

0.541 0.292 15.995 
 
 
 

0.000 
Identify 
threats  

0.13
3 0.056 2.361 0.019 

Identify 
risks 

-
0.07

5 
0.036 -2.068 0.040 

security 
policies 

0.14
2 0.053 2.694 0.008 

Controls 
on 
informa
-tion 
security 
risk 

0.12
0 0.041 2.918 0.004 

Table (11) as a result of the regression analysis of information security management criteria 
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The results (Table 11) that the effect of the independent variables (information security 
management criteria) on the dependent variable (ensure information security) is a statistically 
significant effect, where the F value calculated is (15.995), and the level of significance (Sig F = 
0.000), which is less from (0.05), while the correlation coefficient (R = 0.541) refers to the 
positive relationship between the independent variables and the dependent variable, in addition 
to the value of the coefficient of determination was (R2 = 0.292) which indicates that (29.2%) of 
the variance in the (ensure information security) can be explained by the variation in the 
( information security management criteria). 
The regression coefficients (β) has pointed to the existence of the direct impact of the moral 
criteria of information security management, where the level of significance when all variables 
are less than (0.05), but the impact of the risk identification was negative when the study criteria 
combined, where the value (β = - 0.075 ) and t value at this standard ( -2.068 ) and the level of 
significance (Sig = 0.040), and therefore reject the main hypothesis and accept the alternative 
hypothesis , which states that : 
There are statistically significant effects at the level of significance (α ≤ 0.05) for the information 
security management criteria to ensure information security. 
And to identify any of the criteria for information security management has had a prominent 
impact in ensuring the security of information has been applied stepwise linear regression 
analysis, and the results were as follows: 
 

Sample 
Ensure 

information 
security 

β Sig* 
 

R2 
 

The 
standard 

error 

 
F 

 
Sig* 
 

1 Policies 0.214 0.000 0.469 0.308 44.638 0.000 

2 Policies 
Control risk 

0.136 
0.145 

0.001 
0.004 0.510 0.301 27.624 0.000 

Table (12)  Results of stepwise regression analysis to show the impact of the information 
security management criteria in ensuring the security of information. 
 
When reviewing the table (12), we find that the first model resulting from stepwise regression 
indicates that the (control risk) has been interpreted as representing (46.9%) of the total variance 
in happening (ensure information security), has increased the proportion of the total variance 
explanation happening in (ensure information security) to a rate (51.0%), and so when you add 
the (policies) to (control risk). Has shown the value of β that the direct impact of the variables in 
the models 1 and 2 and has a positive effect is statistically significant. 
In addition to the above, the results of the analysis indicate the absence of the influence of each 
of the standard (identify threats, and identify risks) to ensure the information security, despite the 
existence of the effect of these two criteria when examining the criteria combined. 
 
CONCLUSION: 
In light of the results of the analysis and testing of hypotheses show that the information security 
management criteria of identifying threats, and put policy, and control risk, a positive impact on 
ensuring the information security, and when you search in the types of threats faced by this 
department, we find that the threats from the inside was the largest thus agree with the results 
(Roy Sarka, 2010) and (Williams, 2008), we recommend that there should be an organizational 
culture on internal threats in the organization and how to overcome, while (Mojtahedi, 2010) 
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develop a new methodology for identifying and assessing risks, but for standard policies 
confirmed (Lfinedo, 2012) on self-efficacy, attitude toward compliance, subjective criteria, the 
effectiveness of the response and weaknesses and for him to express the security policy criteria 
for systems therefore agreed with him that there are policies that must be applied through 
existing staff -sufficient, and respond to them must be quick, but sometimes there is disregard for 
the employees to have a way treat them with the information in the organization.  
The study also found many of the observations on the information management criteria to ensure 
information security in the organization: 
- The absence of an actual rating for the kinds of threats, as well as the order of its priorities 
according to these threats. 
- The policies adopted did not take the full range especially with regard to post- occurrence of 
breach of information security. 
- Lack of clarity in the nature of oversight and poor documentation of procedures. 
We reached these criteria is well established in this organization and they need to restructure in 
the next phase. 
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